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DATA AT REST SOLUTIONS

Intelligent Decisions DAR Solutions

The Department of Defense and General Services Administration teamed up to provide a Government-Wide BPA for Data at Rest (DAR)
solutions that meet the government standards for encryption. This administration is run by the DoD ESI and GSA Smartbuy ESA. In this DAR
BPA, Intelligent Decisions offers an enterprise intelligent encryption solution for mobile security, from Credant Technologies, that helps
organizations regain control of their sensitive data, regardless of where it resides.

ID’s DAR encryption solutions offered in this BPA will include the protection of Personally Identifiable Information (Pll) stored on:

e Laptops, desktops and tablet PCs

e Smart Phones

e USB drives and external hard drives

e Optical media including CDs, DVDs and floppy drives

This mobile data security solution provides centrally managed, policy based security for a broad range of mobile devices. It follows industry
standards to provide the security, flexibility, compatibility and scalability needed to meet a wide variety of mobile enterprise data security
requirements. This solution is the only enterprise scale security solution that protects all mobile data from laptops to PDAs to thumb drives
and beyond.

ID DAR Security Capabilities

Cost-Effective to Manage and Deploy

Centralized management

Deploys quickly and easily

Supports all portable devices without compromising existing operations
Scalable to any number of devices

Automatic key escrow for easy data recovery

Auditing and reporting for regulatory compliance

Implementation, operations and maintenance and training support

Helps You Meet Regulatory Requirements

e Assures compliance with: FIPS 140-2, OMB 6-16, OMB 7-16 and OSD DAR 7/5/07 Memo
Industry standard encryption

Password protection

Automatic policy-based intelligent encryption

Encryption status and policy update reporting

Prevents Data Leakage While Increasing Workforce Productivity

e Roaming security policies ensure data remains protected when exchanged among devices and users
e User-transparent encryption
e Flexible security options:
e Allow access to protected devices from unprotected and protected computers for exceptional portability
¢ Restrict data access on unprotected computers
e Elect to not encrypt personal video or audio files
¢ Fail safe options:
e Allow cool down periods between access attempts
e Automatically delete encryption keys based on specified number of attempts
e Help desk support for easy password recovery from any location, even without network connectivity
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ID Methodology

The Intelligent decisions Information Security Methodology recognizes that security
is an ongoing process.

1. Perform an IT assessment and GAP analysis to determine
a) Outstanding challenges
b) Existing solutions
c) Available market solutions

2. Solution management
a) ldentify the procurement vehicles and process
b) Install and configure the solution
c) Train the users and administrators
d) Certification and accreditation
€) Provide consultants to manage the solution

3. Destroy the data at the end of the useful life

a) Media destruction
b) Certificate of destruction for records

About Intelligent Decisions
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Intelligent Decisions (ID) is a leading provider of information technology solutions with over a billion dollars in sales to support defense,
intelligence and civilian information technology requirements. For nearly two decades, we have helped our clients solve their most challenging
IT problems by leveraging ID best practices, technology expertise and past successes. We are dedicated to providing comprehensive
solutions that enable our clients to achieve mission objectives and a competitive advantage in their respective markets.

Intelligent Decisions is a minority-owned business and meets the SBA's new requirements for small business certification. Our state-of-the-art
integration center is ISO 9001:2000 registered and maintains a facility security clearance. We take pride in our proactive customer service
programs and have been recognized for outstanding performance and revenue growth by Washington Technology, PostNewsweek,
VARBusiness 500, GovernmentVAR 100 listings and the Washington Business Journal.

Strategic Business Focus

Intelligent Decisions is structured into 8 strategic business units (SBU), each focused
on core areas where we have substantial business and technical expertise. We have
made significant investments in management, key personnel, certifications and
vendor partnerships so that our clients benefit from our ability to develop
comprehensive solutions that truly solve their problems.

Whether you are a government agency or commercial enterprise, the sales, service
and technology professionals at ID will work closely with you to understand your
business and IT requirements. We will develop unique "best-value" solutions that will
help you achieve IT missions and financial objectives. "Client Focus" is important at
ID because we know you have choices, and we want to be your IT Partner of Choice.

For more information about Intelligent Decisions, please visit us at
www.intelligent.net or call 1-800-929-8331.
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